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What can analyzing tens of 
terabytes of public trace data 
tell us about open source



Sustaining 
open source 

is hard



However,

The fact that (almost) everything 
is archived and public makes it 
possible to study the problem 

empirically



This talk is about some of the things we learned

What can analyzing tens of 
terabytes of public trace data 
tell us about open source



Note: We have a singularly academic perspective
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Note: We have a singularly academic perspective
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We’d like to hear and learn from you!

CC-BY-SA-2.0 https://commons.wikimedia.org/wiki/File:CMU_campus_Cathedral_Learning_background.jpg



How we see 
open source 

today
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• Explosion of production in the past eight years

Change #1: More open source now than ever before

100 million repositories
31 million users
(November 2018)

6 million users
(March 2019)
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• Profile pages for users and projects

• Rich inferences about people’s 
expertise and level of commitment

• Impacts collaboration, but also 
recruiting and hiring
‣ (Dabbish et al. 2012), (Marlow et al. 2013), 

(Marlow and Dabbish 2013)

Change #2: The rise of social platforms

CV
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Change #3: Complex socio-technical ecosystems

Interconnections & dependencies
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Can be brittle

https://qz.com/646467/how-one-programmer-broke-the-internet-by-deleting-a-
tiny-piece-of-code/

The Heartbleed Bug
The Heartbleed Bug is a serious vulnerability in the popular OpenSSL
cryptographic software library. This weakness allows stealing the
information protected, under normal conditions, by the SSL/TLS
encryption used to secure the Internet. SSL/TLS provides communication
security and privacy over the Internet for applications such as web, email,
instant messaging (IM) and some virtual private networks (VPNs).

The Heartbleed bug allows anyone on the Internet to read the memory of
the systems protected by the vulnerable versions of the OpenSSL
software. This compromises the secret keys used to identify the service
providers and to encrypt the traffic, the names and passwords of the users
and the actual content. This allows attackers to eavesdrop on
communications, steal data directly from the services and users and to
impersonate services and users.

What leaks in practice?
We have tested some of our own services from
attacker's perspective. We attacked ourselves from
outside, without leaving a trace. Without using any
privileged information or credentials we were able steal
from ourselves the secret keys used for our X.509
certificates, user names and passwords, instant
messages, emails and business critical documents and
communication.

How to stop the leak?
As long as the vulnerable version of OpenSSL is in use
it can be abused. Fixed OpenSSL
(https://www.openssl.org/news/secadv/20140407.txt)
has been released and now it has to be deployed.
Operating system vendors and distribution, appliance
vendors, independent software vendors have to adopt
the fix and notify their users. Service providers and
users have to install the fix as it becomes available for
the operating systems, networked appliances and
software they use.

Q&A
What is the CVE-2014-0160?
CVE-2014-0160 is the official reference to this bug. CVE (Common Vulnerabilities and Exposures) is the Standard
for Information Security Vulnerability Names maintained by MITRE (http://cve.mitre.org/). Due to co-incident
discovery a duplicate CVE, CVE-2014-0346, which was assigned to us, should not be used, since others
independently went public with the CVE-2014-0160 identifier.

Why it is called the Heartbleed Bug?
Bug is in the OpenSSL's implementation of the TLS/DTLS (transport layer security protocols
(https://www.synopsys.com/software-integrity/security-testing/fuzz-testing/defensics.html)) heartbeat extension
(RFC6520). When it is exploited it leads to the leak of memory contents from the server to the client and from the
client to the server.

https://heartbleed.com
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Change #4: Increasing commercialization and 
professionalization

• Currently
‣ Lots of commercial involvement

- Companies (Go - Google, React - Facebook, Swift - Apple)

- Startups (Docker, npm, Meteor)

• Historically
‣ Community-based projects 

(Python, RubyGems, Twisted)

• 23% of respondents to 2017 GitHub survey: 
job duties include contributing to open source

http://opensourcesurvey.org/2017/

http://opensourcesurvey.org/2017/
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• Equifax (market cap $14 billion) built products 
on top of open-source infrastructure, including 
Apache Struts 

• Equifax did not make any contributions to 
open source projects

• A flaw in Apache Struts contributed to the 
breach (CVE-2017-5638)

• Equifax publicly blamed (with national news 
coverage) Apache Struts for the breach

Change #5: High expectations toward the quality, 
reliability, and security of open source infrastructure

https://www.zdnet.com/article/equifax-confirms-apache-struts-flaw-it-failed-to-patch-was-to-blame-for-data-breach/
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Change #6: High level of demands & stress 

• Easy to report issues / submit PRs
‣ Growing volume of requests

• Social pressure to respond quickly
‣ Otherwise, off-putting to newcomers      

(Steinmacher et al. 2015)

• Entitlement, unreasonable requests from users:
‣ “I have been waiting 2 years for Angular to track the 

‘progress’ event and it still can’t get it right?!?!”
‣ “Thank you for your ever useless explanations.”



• Best practices?
• What works?
• What doesn’t?
• Long term sustainability?
• Equitable and healthy interactions?

Lots of change, lots of challenges



Science is needed for evidence-based recommendations



A great opportunity 
for research
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GitHub standardized the practices

à Uniform access to contribution data

The Pull Request model

Version control
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GitHub standardized the practices

à Uniform access to contribution and personal data

The Pull Request model

User profile pagesVersion control



“The collection of public Git repositories as a 
whole […] exceeds 1.5PB” (Ma et al, 2019)

Heaps of data

GitHub alone: Beyond GitHub:

Ma, Y., Bogart, C., Amreen, S., Zaretzki, R., & Mockus, A. (2019, May). World of Code: An infrastructure for mining the universe of open 
source VCS data. In 2019 IEEE/ACM 16th International Conference on Mining Software Repositories (MSR) (pp. 143-154). IEEE.

More than 50M people and 100M 
repositories hosted as of August 2019

For reference: English Wikipedia
6M articles and 40M users as of August 2020
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A great opportunity for research

From anecdotes and small-
sample studies to ecosystem-

wide censuses and large-scale 
quantitative models
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other

opencollective

liberapay

flattr

patreon

paypal

0 5000 10000 15000
Count

other

opencollective

liberapay

flattr

patreon

paypal

0 5000 10000 15000
Count as of May 23, 2019

Overall, 0.04% of repos 
ask for donations



The data is naturally longitudinal
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https://github.com/babel/babel

All events have timestamps:
• Commits
• Issues
• …

Therefore, one can:
• Track changes to files
• Track people joining and 

leaving projects
• …



A great opportunity for research
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Capture and understand trends 
over time, analyze time series 

data

Adoption of donation 
platforms over time



Juggling as a sustainability intervention?
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Control 
group

Experimental 
group

time

scan1 scan2

Bogdan Draganski, Christian Gaser, V. Busch, G. Schuierer, U. Bogdahn, and A. May. "Changes in grey matter induced by training." Nature 427, no. 6972 (2004): 311-312.

After just three months of practice 
the juggler group showed increased 
grey matter volume in motion-
selective visual areas compared to 
the no-juggle control group



Natural experiments: interventions are outside 
the control of the researchers
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time

Project started 
receiving donations

time

Project adopted a 
certain practice / tool

Use statistics to separate the 
effects of “interesting” variables 

from the effects of covariates



• Hyperactive maintainer?

But be careful, the data is noisy!

No, bot



*Why* did this person drop out?

Time (weeks)
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One Hundred Years of Employee Turnover Theory and Research

Peter W. Hom
Arizona State University

Thomas W. Lee
University of Washington

Jason D. Shaw
Hong Kong Polytechnic University

John P. Hausknecht
Cornell University

We review seminal publications on employee turnover during the 100-year existence of the Journal of
Applied Psychology. Along with classic articles from this journal, we expand our review to include other
publications that yielded key theoretical and methodological contributions to the turnover literature. We
first describe how the earliest papers examined practical methods for turnover reduction or control and
then explain how theory development and testing began in the mid-20th century and dominated the
academic literature until the turn of the century. We then track 21st century interest in the psychology
of staying (rather than leaving) and attitudinal trajectories in predicting turnover. Finally, we discuss the
rising scholarship on collective turnover given the centrality of human capital flight to practitioners and
to the field of human resource management strategy.

Keywords: embeddedness, employee turnover, job attitudes, shocks, participation mindsets

Employee turnover— employees’ voluntary severance of em-
ployment ties (Hom & Griffeth, 1995)— has attracted the at-
tention of scholars and practitioners alike for a century. In the
early years, journalists documented how employers stemmed
quits with pay hikes (Local, 1917; Men Quitting Mail Service,
1906), consultants detailed turnover costs and devised reduction
strategies (Fisher, 1917a, 1917b), and scholars speculated about
why employees leave (Diemer, 1917; Douglas, 1918; Eberle,
1919). Since then, hundreds of studies have appeared (cf. Grif-
feth, Hom, & Gaertner, 2000; Heavey, Holwerda, &
Hausknecht, 2013; Rubenstein, Eberly, Lee, & Mitchell, 2015).
Figure 1 illustrates the rapid growth of turnover research in the
Journal of Applied Psychology (JAP) and other premier schol-
arly outlets. According to our and others’ counts (Allen, Han-
cock, Vardaman, & McKee, 2014), JAP has published more
turnover articles than any other journal.

Such persistent scholarship reflects a longstanding and growing
recognition of how turnover materially affects organizational func-
tioning. Fisher (1917b) first probed hiring and replacement ex-
penses, now estimated at 90% to 200% of annual salary (Allen,
Bryant, & Vardaman, 2010). Organizational researchers have
shown that turnover disrupts various productivity-related out-
comes (Hausknecht, Trevor, & Howard, 2009; Shaw, Gupta, &

Delery, 2005) and reduces financial performance (Heavey et al.,
2013; Park & Shaw, 2013). Other investigations documented how
employees defecting to competitors can undermine their former
employer’s competitive advantage (via human or social capital
losses or trade secret theft) or survival (Agarwal, Ganco, & Zie-
donis, 2009). Finally, turnover has other side effects, such as
hindering workforce diversity when women of color exit (Hom,
Roberson, & Ellis, 2008) or spreading via turnover contagion
(Felps et al., 2009).

Based on our collective experience investigating turnover (to-
taling nearly 100 years), we chronologically highlight key articles
in JAP and elsewhere that have shaped turnover research or
management practice. Like all narrative reviews, we apply subjec-
tive judgment in selecting articles, yet focus on highly cited papers
and other influential works noted in literature reviews over the
years. We divide our timeline into six epochs that mark key
transitions and methodological developments in turnover research.
Table 1 highlights key contributions of each epoch, while Figure 1
identifies classic papers during that period.

The Birth of Turnover Research (ca. 1920)

Although earlier articles on turnover appeared, Bills (1925)
published the first empirical turnover study in JAP, demonstrating
that clerical workers more often quit if their fathers were profes-
sionals or small business owners than those whose fathers worked
unskilled or semiskilled jobs. While omitting statistical tests of the
relationship between parental occupational status and turnover,
Bills nonetheless introduced a predictive research design for as-
sessing whether application questions can predict turnover—an
approach that evolved into the “standard research design” for test
validation and theory testing for most of the 20th century (Steel,
2002).

This article was published Online First January 26, 2017.
Peter W. Hom, Department of Management, Arizona State University;

Thomas W. Lee, Department of Management & Organization, University
of Washington; Jason D. Shaw, Department of Management & Marketing,
Hong Kong Polytechnic University; John P. Hausknecht, Human Resource
Studies, Cornell University.

Correspondence concerning this article should be addressed to Peter W.
Hom, Department of Management, Arizona State University, W.P. Carey
School of Business, Tempe, AZ 85287-4006. E-mail: Peter.Hom@asu.edu
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• Social science theory
• Qualitative analysis (surveys, 

interviews) 



Let’s look at some 
concrete examples
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Open-source projects Open-source people

sustainability research on …

• MSR 2020 (Twitter)
• CSCW 2019 (signals)
• ESEC/FSE 2015 (social 

connections)

Attracting contributors

• ESEC/FSE 2020 
(diffusion of practices)

• ICSE 2018 (badges)

Transparency and signaling

• ICSE 2020 (forking)
• ESEC/FSE 2019 (forking)
• ESEC/FSE 2018

(abandonment factors)
• FSE 2016 (breaking 

changes)

Project practices

• ICSE 2020
(donations)

Funding models
• ICSE 2019 (social capital)
• CHI 2015 (gender & tenure)
• CHASE 2015 (survey)

Diversity and inclusion

• ICSE NIER 2020 (toxic language)
• ICSE 2019 (overwork)
• OSS 2019 (dropout and survival analysis)

Stress, burnout, disengagement

https://cmustrudel.github.io/papers/msr20tweets.pdf
https://cmustrudel.github.io/papers/cscw19signals.pdf
https://cmustrudel.github.io/papers/fse15onboarding.pdf
https://cmustrudel.github.io/papers/icse18badges.pdf
https://cmustrudel.github.io/papers/zhou20forks.pdf
https://cmustrudel.github.io/papers/fse19forks.pdf
https://cmustrudel.github.io/papers/fse18sustainability.pdf
https://www.cs.cmu.edu/~ckaestne/pdf/fse16.pdf
https://cmustrudel.github.io/papers/overney20donations.pdf
https://cmustrudel.github.io/papers/icse19social.pdf
https://cmustrudel.github.io/papers/chi15.pdf
https://cmustrudel.github.io/papers/chase15.pdf
https://cmustrudel.github.io/papers/raman20toxicity.pdf
https://cmustrudel.github.io/papers/icse19stress.pdf
https://cmustrudel.github.io/papers/miller19dropout.pdf


1.
Open Source and money



https://github.com/nayafia/lemonade-stand

https://github.com/nayafia/lemonade-stand


Donations are gaining in 
popularity as a potential solution

1

!



Only anecdotes about their prevalence and impact

34



https://staltz.com/
software-below-the-poverty-line.html

https://staltz.com/software-below-the-poverty-line.html


Lots to explore…

GitHub-scale 
census of donation 

requests

Characteristics
of projects asking / 

getting money

Stated
expectations
for donations

Measurable 
effects

of donations

Actual 
usage

of donations

36





Key insight for identifying donation platforms: 
README files contain signals of donation requests

https://github.com/babel/babel

38
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Most projects receive little funding
Sample: 6,516 repos using /

None
39%

At least $1000/mo
10%

Other
51%

Funding

Census

Characteristics

Expectations

Effects

Usage

last 9 months before May 23, 2019



Census

Characterist.

Expectations

Effects

Usage

Statistical multi-variate analysis
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Projects asking for donations…
Census

Characterist.

Expectations

Effects

Usage

more active
more 

popular

smaller personal 
accounts
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Projects receiving more donations…
Census

Characterist.

Expectations

Effects

Usage

more stars
more 

downloads
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Developers plan to spend donations on …
Census

Characteristics

Expectations

Effects

Usage

Qualitative analysis of donation profile pages for 109 npm projects on

Engineering Community Project 
Expenses Personal

48% 18% 13% 9%
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The use of donations varies widely:
Savers vs spenders

Census

Characteristics

Expectations

Effects

Usage

64% Savers
spend less than 25% of raised 

donations

11% Spenders
spend more than 75% of raised 

donations
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The use of donations varies widely:
Type of expenses

Census

Characteristics

Expectations

Effects

Usage

< $1000/month > $9000/month
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Takeaways on how to effectively raise donations

Reputation 
matters

Awareness 
of need

Efficiency 
of using 
funds

Theory matters!Dark Side of 
donations



2.
Transparency and signaling



Key insight for identifying donation platforms: 
README files contain signals of donation requests

https://github.com/babel/babel

48
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Transparency is already a defining characteristic 
of the environment

CV
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Signals are customizable
• E.g., repository badges

• Adding Sparkle to Social Coding: An Empirical Study of Repository Badges in the 
npm Ecosystem. Trockman, A., Zhou, S., Kästner, C., and Vasilescu, B. ICSE 2018
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Time

Badge 
Adoption 

Month

Before Badge After Badge

Time Series Analysis
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Time

Before Badge After BadgeBadge 
Adoption 

Month

Time Series Analysis
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Badge 
Adoption 

Month

Time

Before Badge After Badge

Time Series Analysis
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Time

}}Decrease 
in Level Decrease

in Slope

Before Badge After Badge

Time Series Analysis



Statistical multi-variate analysis
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up-to-date and secure dependencies

Badges are Reliable Signals
Mostly

+               
tests in PRs
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Badges with underlying analyses:

are stronger predictors than badges that merely
state intentions or provide links:

Take-away: Prefer “assessment” badges

}

}conventionalsignals

assessment
signals
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Take-away: Prefer “assessment” badges

>
assessment

signal
conventional

signal
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Take-away: Don’t add too many
Attractiveness wears off beyond 5 badges
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“It’s most important that the people seem nice”
How do people choose which project to contribute to?

• The Signals that Potential Contributors Look for When Choosing Open-source Projects.
Qiu, S., Li, Yucen., Padala, S., Sarma, A., and Vasilescu, B. CSCW 2019

Interviews: 
15 GitHub users

Data:
~10K npm packages

Model:
Logistic regression
(has new contributors)

The tone of the community
is an important factor in 
both interviews and model.

?

Asking for help explicitly is 
an important factor in the 
interviews.

?



3.
The Dark Side of Transparency



Developers are aware of each other’s gender
Survey, 816 responses

“I have used a fake GitHub handle 
[...] so that people would assume I 

was male” 
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“Sexist behavior in F/LOSS is as constant as it is extreme”
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Pull request acceptance rates are lower when gender is apparent
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Less gender diversity in open source than most places

• Gender representation 
reality

• Stack Overflow 2015 Developer Survey (26,086 people from 157 countries)
http://stackoverflow.com/research/developer-survey-2015#profile-gender

• Exploring the data on gender and GitHub repo ownership
Alyssa Frazee. http://alyssafrazee.com/gender-and-github-code.html

• FLOSS 2013: A survey dataset about free software contributors: 
challenges for curating, sharing, and combining G Robles, L Arjona-
Reina, B Vasilescu, A Serebrenik, JM Gonzalez-Barahona. MSR 2014

• Google Diversity (2015) www.google.com/diversity/index.html#chart
• Inside Microsoft (2015) https://goo.gl/nT4YiI

10.9% 18% 16.6%

5.8% ~5%

• Expectation

“Code sees no color or gender”

“Any demographic identity is irrelevant”

“More about the contributions to the code
than the ‘characteristics’ of the person”

• Perceptions of Diversity on GitHub: A User Survey. Vasilescu, B., 
Filkov, V., and Serebrenik, A. CHASE 2015

http://stackoverflow.com/research/developer-survey-2015
http://alyssafrazee.com/gender-and-github-code.html
http://www.google.com/diversity/index.html
https://goo.gl/nT4YiI


Again, lots of anecdotes



Which tends to be more effective, on average?



Which tends to be more effective, on average?



Natural experiment

Response



Increased diversity correlates to higher productivity

…

• Gender and tenure diversity in GitHub teams. Vasilescu, B., Posnett, D., Ray, B., 
Brand, M.G.J. van den, Serebrenik, A., Devanbu, P., and Filkov, V. CHI 2015
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Aside: Inclusivity helps everyone

© Anita Sarma & Margaret Burnett, Oregon State U



4.
Dropout and retention
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Women on GitHub disengage earlier than men

• Going Farther Together: The Impact of Social Capital on Sustained Participation in Open 
Source. Qiu, H.S., Nolte, A., Brown, A., Serebrenik, A., and Vasilescu, B. ICSE 2019
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Social capital theory explains long-term engagement

Willingness to continue
(Coleman, 1990)

Bridging social capital: 
benefiting from network 

with diverse info

Opportunity to continue
(Burt, 1998, 2001) 

Bonding social capital: 
benefiting from strongly 

connected network
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Cohesive networks might foster discrimination / exclusion
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Information diversity should 
reduce the risk of demographic-
based echo chambers.

Being part of teams with more diverse information ~ 
more prolonged engagement, esp. for women
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Large-scale mixed-methods study
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More social capital ~ more prolonged engagement
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Women in language- (informationally-) diverse teams 
disengage at lower rates
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Take away: Invest in building social capital & 
Foster informationally diverse teams

Recommend projects that 
can help build social capital

Find relevant 
mentorship

Signal social capital 
moderators



Summary



The Heartbleed Bug
The Heartbleed Bug is a serious vulnerability in the popular OpenSSL
cryptographic software library. This weakness allows stealing the
information protected, under normal conditions, by the SSL/TLS
encryption used to secure the Internet. SSL/TLS provides communication
security and privacy over the Internet for applications such as web, email,
instant messaging (IM) and some virtual private networks (VPNs).

The Heartbleed bug allows anyone on the Internet to read the memory of
the systems protected by the vulnerable versions of the OpenSSL
software. This compromises the secret keys used to identify the service
providers and to encrypt the traffic, the names and passwords of the users
and the actual content. This allows attackers to eavesdrop on
communications, steal data directly from the services and users and to
impersonate services and users.

What leaks in practice?
We have tested some of our own services from
attacker's perspective. We attacked ourselves from
outside, without leaving a trace. Without using any
privileged information or credentials we were able steal
from ourselves the secret keys used for our X.509
certificates, user names and passwords, instant
messages, emails and business critical documents and
communication.

How to stop the leak?
As long as the vulnerable version of OpenSSL is in use
it can be abused. Fixed OpenSSL
(https://www.openssl.org/news/secadv/20140407.txt)
has been released and now it has to be deployed.
Operating system vendors and distribution, appliance
vendors, independent software vendors have to adopt
the fix and notify their users. Service providers and
users have to install the fix as it becomes available for
the operating systems, networked appliances and
software they use.

Q&A
What is the CVE-2014-0160?
CVE-2014-0160 is the official reference to this bug. CVE (Common Vulnerabilities and Exposures) is the Standard
for Information Security Vulnerability Names maintained by MITRE (http://cve.mitre.org/). Due to co-incident
discovery a duplicate CVE, CVE-2014-0346, which was assigned to us, should not be used, since others
independently went public with the CVE-2014-0160 identifier.

Why it is called the Heartbleed Bug?
Bug is in the OpenSSL's implementation of the TLS/DTLS (transport layer security protocols
(https://www.synopsys.com/software-integrity/security-testing/fuzz-testing/defensics.html)) heartbeat extension
(RFC6520). When it is exploited it leads to the leak of memory contents from the server to the client and from the
client to the server.



• Limitations of donations as a sustainable funding 
source

• Badges as a transparent signaling mechanism
• A dark side to transparency
• Social capital theory suggesting path to improve 

retention

We have seen…



• Analysis of terabytes of public trace data
• Mixed methods research
• The slow process from anecdotal evidence to 

evidence-based recommendations 
• Eventual goal: intentional design of tools, 

communities, and interventions

We have seen…
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Open-source projects Open-source people

sustainability research on …

• MSR 2020 (Twitter)
• CSCW 2019 (signals)
• ESEC/FSE 2015 (social 

connections)

Attracting contributors

• ESEC/FSE 2020 
(diffusion of practices)

• ICSE 2018 (badges)

Transparency and signaling

• ICSE 2020 (forking)
• ESEC/FSE 2019 (forking)
• ESEC/FSE 2018

(abandonment factors)
• FSE 2016 (breaking 

changes)

Project practices

• ICSE 2020
(donations)

Funding models
• ICSE 2019 (social capital)
• CHI 2015 (gender & tenure)
• CHASE 2015 (survey)

Diversity and inclusion

• ICSE NIER 2020 (toxic language)
• ICSE 2019 (overwork)
• OSS 2019 (dropout and survival analysis)

Stress, burnout, disengagement

https://cmustrudel.github.io/papers/msr20tweets.pdf
https://cmustrudel.github.io/papers/cscw19signals.pdf
https://cmustrudel.github.io/papers/fse15onboarding.pdf
https://cmustrudel.github.io/papers/icse18badges.pdf
https://cmustrudel.github.io/papers/zhou20forks.pdf
https://cmustrudel.github.io/papers/fse19forks.pdf
https://cmustrudel.github.io/papers/fse18sustainability.pdf
https://www.cs.cmu.edu/~ckaestne/pdf/fse16.pdf
https://cmustrudel.github.io/papers/overney20donations.pdf
https://cmustrudel.github.io/papers/icse19social.pdf
https://cmustrudel.github.io/papers/chi15.pdf
https://cmustrudel.github.io/papers/chase15.pdf
https://cmustrudel.github.io/papers/raman20toxicity.pdf
https://cmustrudel.github.io/papers/icse19stress.pdf
https://cmustrudel.github.io/papers/miller19dropout.pdf
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What are the main 
sustainability 
challenges to the 
open-source projects 
you participate in? Bogdan Vasilescu
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